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1 Introduction to the DIAVASO
Data Logger application

The DIAVASO Data Logger is an Android application used to collect datalogger and
FDR data from SensusRF endpoints.

DIAVASO Data Logger Requirements
Android device:

Android version 10.0 and higher
Minimum 4" screen
Bluetooth support
Wi-Fi or mobile network access (data SIM card required for mobile network use)

Sensus Interface Radio Tool (SIRT)
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2 User Interface
The DIAVASO Data Logger user interface consists of the following sections:

Header, Device list, and Navigation drawer.

Application header
The Header consists of six buttons (from left to right): navigation drawer, multiselect,
delete devices, refresh devices, send files and filter.

Use Multiselect to select multiple devices at once and obtain logs from all of them.
Delete devices deletes all listed devices with an option to undo the action after deletion.
Refresh device connects to and retrieves current data from all listed devices. Send files
sends files to the destination configured in Settings. Use the Basic filter to find specific
meter through text or status.

Device list
The Device list displays imported devices and their information.
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The following information displays for each device:

1. The Status icon displays the endpoint read status:

 Device is read, Encryption key is valid, there are no events present

 Device is read, Encryption key is valid, events present

 Incorrect encryption key

 Missing encryption key

 Unread meter
2. Radio address
3. Type: Device type
4. Field strength: Strength of the signal based on the RSSI value of SIRT or repeater

that collected the read.
5. Reading and unit: The measured value of the device, available if the telegram was

decrypted successfully. If the telegram was not decrypted successfully, the reason it
was not decrypted displays (for example, “Wrong key” or “No key”). If the unit is
available, the reading value is related to the unit.

6. Event information: The list of the events reported by the device, available only if the
telegram was decrypted successfully.

: No event

: Ambient temperature out of range

: Any event

: Air bubbles

: Ambient temperature high

: Broken Pipe

: Cable Cut

: Empty Pipe

: Leakage

: Low Battery

: Low Battery Voltage

: Magnet Tampering

: Meter reversed

: Metrology Unavailable

: No consumption

: Overload

: Pressure high

: Pressure low

: Reverse Flow
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: Sealing expired

: Specific Error

: Temperature high

: Temperature low

: Wrong metrological checksum
7. Date and Time: Receiving time of the BUP; it is either the local time of the Android

device if the BUP was directly received by SIRT, or the time the BUP was received by
a repeater.

8. SEMI read indicator.

Note: Also includes  if log file is available to export

9. Custom Meter ID: User can add any text to identify the meter.

Navigation drawer
Use the Navigation drawer to access the other screens of the application. Select the icon
on the left of the application header to open the navigation drawer or swipe your finger
from the left edge of the device’s screen.

The upper section of the navigation drawer contains an option to access the Device list.
The first item in the lower section is the SIRT connection icon, which allows you to
quickly connect to the SIRT or navigate to the SIRT settings.

Select Settings or About to quickly access those sections of the user interface.
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3 Filter dialog
Use the Filter dialog to filter the meter list.

Filter the imported meter list by the following options:

Events: Filter by any events present.
Radio address: Filter by any match in the radio address.
Devices: Filters the list by devices present.
Status: Filter by reading status (for example: read manually, read automatically, read
with events, wrong key).
Log files: Filter by specific log file or meters with any or no log file.
Signal strength: Filter meters with a signal rate above a configurable threshold.
Configuration data (SEMI): Filter by Configuration not read (SEMI not read) or
Configuration read (SEMI read).
Export failed: Filter meters that failed to export.
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4 Settings
The Settings section is divided into multiple sections that group similar settings
together.

On tablets, the section screen and the settings option screen can be displayed side by
side depending on the screen size.

Note:
When Backup is enabled (Settings > System > Backup), all application settings
are backed up automatically to your Google Drive by the Android platform.
These settings are restored automatically if the application is uninstalled and
reinstalled on a device. To completely restore the default settings, you must clear
the storage for the application in the Android device’s Settings (Settings > Apps
& notifications > <<find the application there>> > Storage & cache > Clear
storage).
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Configure two factor authentication
Follow these steps to configure and use two factor authentication for your account.

Important: Before completing this task, two factor authentication must be
enabled on the CM server by an Administrator.

1. If you do not yet have two factor authentication configured for your account and it is
required, you are prompted to configure it at the login screen. Select CONTINUE.

2. You are directed to the CM server and prompted to log in. Enter your information
on the Account Setup screen.

a. Enter your current password and a new password.
b. Enter your new password to confirm it.
c. Select Authenticator app to use an authentication application.
d. Select the application you would like to use.
e. If you already have an authentication application installed on your device, select

the code (text in green) to open it and add the DIAVASO account automatically
to the authenticator app.

f. Enter the authentication code and select Verify.
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g. Select Code send to your email address to establish email as a backup
authentication method.

h. Select Save to complete setup.

Your account is now configured.
3. When you log in after configuring two factor authentication, the DIAVASO

application prompts you to enter the code generated by your authentication
application. Enter the code and select VERIFY. Select Remember this device to
skip this process for the number of days allowed in the CM Server settings. You may
select USE EMAIL INSTEAD to have the code emailed to you.

After the code is verified, you are logged into the application.

SIRT settings
Contains current SIRT connection status and configuration settings.
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Connection settings
Bluetooth settings

Opens Bluetooth settings of the system and displays current Bluetooth state. From
here, you may start and stop the Bluetooth radio, and discover and pair the SIRT with
the Android device.

SIRT to use
Lists paired SIRT devices and allows you to select a SIRT to use.

SIRT connection state
Allows you to start and stop the connection with the SIRT and view the current
connection status.

SIRT settings
Expected BUP interval

Displays how often the meters send BUP telegrams.

4 Settings | 13



Auto switch off time-out
Displays the time after which the SIRT automatically turns off.

Use external antenna
Enables/disables SIRT external antenna usage.

SIRT Status
Displays the hardware version, firmware version, frequency, and remaining battery
capacity of the connected SIRT.

Logging
Use the Logging section to enable or disable the logging of communication with the
SIRT and to upload the logs to the Collection Mobile server.

Communication log
Enables and disables logging. This setting can be changed only when the SIRT is not
connected.

Send communication logs
Allows you to send communication logs to FTP, Email, local storage of the device, or
CM Server based on the settings in import/export section. It contains all the logs
available on the device. Multiple files can be uploaded simultaneously and are
removed from the device after uploading. Only the last five log files are kept on the
device at once.

Application language settings
Allows you to change the language used by the application and displays the current
language settings. You may use either the system default language or select a language.

Encryption key
Use this section to select the encryption key used for telegram decryption. The
application uses the default encryption key by default and you can always return to using
the default key after changing it.

Note: This option is not available after the trial version expires.

Import encryption keys
Use this section to import Encryption keys for individual SRF addresses. XML, XLSX,
JSON, and CSV formats are supported. Imported keys have priority over encryption keys
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set in the Encryption key section. The remote file name input should match the name of
an existing file on the FTP server.

For wM-bus meters, the address must be in the format: MANUFACTURER + ADDRESS.
For example: SEN00000001.

Note: This option is not available in the trial version of the application.

1. Select Encryption from the Settings menu.

2. Select Encryption key import from the Encryption menu.
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Note: Select Import session keys to automatically import session keys from
the SKS server when SKS is enabled.

3. Enter the Encryption key File name and the Encryption key (leave empty if none).

Note: You may import multiple files with encryption keys.

4. Select OK.

The encryption key is imported and an Import success notification displays. If any
keys are invalid, an error message displays the error type, file name, and line
location.
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Import session keys
Meters using Sensus RF version 2 (v2) encryption use session keys hosted by the Session
Key Server. Follow these steps to apply session keys for Sensus RF version 2 meters.

Note: The following manual process applies to the Essential, Configuration and
Service, Data Logger, and Collection Station applications. In addition to this
manual import, the Collection Station application automatically imports the
session keys with every read of a routing file when SKS is enabled.

1. Select Encryption from the Settings menu.
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2. Select Session Key Server settings (SKS).

3. Select Import session keys and enter settings to enable SKS.
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4. Select the back arrow to return to the Encryption menu and select Import session
keys from the Encryption menu.
The keys are imported and a success message displays. The imported keys are now
visible in Encryption key import.
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The Encryption key import displays the number and types of keys displayed: in this
example, two v1 keys and one v2 key were imported. The values after the colon
signify the key week: in <last week> / <current week> / <next week>. Therefore v2:
0 / 1 / 0 signifies that one session key was imported for the current week, and zero
keys were imported for last week and next week. The notification also displays how
many imported keys have expired.

Note: If an error occurs during telegram collection, select the gear icon to
navigate to the Encryption menu to import missing Session keys.

Enable PIN protection
Secure Android devices running DIAVASO applications using PIN protection.

1. From the Settings > General section, select Security PIN.
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Note: The Settings General options vary between applications.

2. When prompted, enter a security PIN between four and six digits in length and
select the check button to enable the PIN security feature. Select the X button to
clear the PIN.
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Note: If the device is secured with a PIN, you must enter the existing PIN
before entering a new PIN. Additionally, entering the existing PIN and
selecting the check button without entering a new PIN disables PIN security.

3. When prompted, re-enter the new PIN.
The new PIN is applied to the device. After a five minute interval, the device locks
and can only be unlocked by entering the new PIN.

Scanner settings
Select Scanner to select the default scanner.

Select the Google scanner or Legacy scanner.
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Import and export settings
Configure import and export options on the Import and export screen.
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Import method
Choose FTP or Local storage import methods. Pick files from device local storage
when Local storage is chosen.

Import Directory
The path to the directory used for import

Note: This setting is only relevant to the FTP import method.

Export method
FTP, Email or Local storage export methods

Export Directory
Establishes the path to the directory for exported files. If FTP export method is
selected and this directory is not set, the FTP root directory for the current user is
used. A new directory is created if one does not exist.

Export file format
Determines the format of exported files. Choose between CSV .xlsx formats.

Email address
The recipient's email address

Date format
The format of the date for exports
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Time format
The format of the time for exports

Charset
The character set for CSV files

Decimal separator
The numeric decimal separator: Comma or Dot

Thousands separator
The numeric thousands separator: Comma, Dot, Space, or None

Delimiter
The delimiter character used for CSV files; a comma is the default delimiter

Custom date and time format
Use this dialog to configure the date and time format. The selected date and time
format is used in the date time fields of exported files. Initially the format is set to the
Android system date time format, but you may change the date or time format based on
your needs. Select a format from predefined formats or define a custom format.

The following table displays the list of symbols you may use to define the date and time
formats:

Symbols Definition Examples

y, yyyy Year 18; 2018

M, MM, MMM, MMMM Month 2, 02, Feb, February

d, dd Day of month 9, 09

c Day of week Fri

h, hh Hour (0-12) 1, 01

H, HH Hour (0 – 23) 4, 13

m, mm Minute of hour 8,08

s, ss Second of minute 5, 54

a am or pm AM

, / . :_ delimiters , / . :

FTP settings
Configure the FTP server connection on the FTP screen. If the communication with FTP
server is unsuccessful, an error message displays.
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FTP protocol
Choose from the Unsecured FTP connection option or one of the secure FTPS or
SFTP options.

Server address
Choose the IP address or host name of the FTP server.

Port
Specify the port the FTP connection uses. This value is reset to the default value for
each protocol if you change the FTP protocol.

Username
Choose the user name for connection with the FTP server. Leave this field empty for
an anonymous connection.

Password
Choose the password to be used when the Login option is set.

FTP Directory
Choose the directory on the FTP server where the files will be uploaded. If not
defined, the FTP root directory for the current user is used. A new directory is
created if a directory does not exist.

SMTP settings
Configure SMTP for export on the SMTP screen.
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Outbound email host
The host name or IP address of the SMTP server to use for sending emails

Port
Specify the port the SMTP connection uses. This value is reset to the default value for
each protocol if you change the SMTP protocol.

Email security
The security option to use (None, SSL, STARTTLS)

Email address
The Sender email address; the SMTP server must allow sending email from this user

Password
The sender's email address password; needed only if the SMTP server requires it

Test email recipient
Tests the correct configuration of SMTP by sending test email

CM server
CM server for import and export is configurable.

CM Server
Server address: The address of the CM server
Port: The CM server port
Username: The username of the user that has assigned routes on the CM server

4 Settings | 27



Password: The password for the user that has assigned routes on the CM server

Export options
Data logger: Exports all read counters (including Volume and Events) into the Data
logger section of the CM server
Billing: Exports Event and Volume/Energy counters to the Billing section of the CM
server
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5 About screen
The About screen displays information about the application. Select a line to perform a
desired action. The information in this screen is interactive (for example, the email client
opens if you select Email).
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6 Devices list
Collect logs from devices by adding them to the Devices list. The Devices screen
displays the number of devices in the list in the header in parenthesis. In this example,
there are no devices in the Devices list.

Select the Action (+) button to access device actions:

Restore deleted meters
After you delete a meter or meters, you may add them back to the list by selecting
this action. You may delete multiple meters and this action can restore them all. The
deleted meters are kept until you add another meter to the list or the application is
restarted.

Add device
Select this action to display the Add meter dialog and enter a meter address. The
meter address must be in decimal format with or without dashes. A warning displays
if you enter an address in the incorrect format. Select Add Meter to add the meter
to the Devices list.

Add nearby meters
Select this action to add one or more meters that are in range without entering their
addresses. When you select this action, a dialog displaying all reachable meters
opens. Select a single meter or select Add all to add all currently displayed meters.
After you add a meter to the Devices list, it no longer displays in the Add nearby
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meters list. You may also remove meters from this list by swiping them to the left. All
of the operations for this screen have an undo option and function similarly to the
Restore deleted meters action.

Note: This action requires a SIRT connection.

Import meters from file
Select this action to add a list of meters from a CSV or Excel (XLS) file to the Devices
list. The format of the file must consist of one column with meter addresses and an
optional second column containing site remarks. When you select this action, choose
a local file or enter the name of a file from FTP and select Import. This action
requires a configured FTP connection and does not import meters already in the
Devices list.

Note: This action does not require a SIRT connection.

Import from CM server
This action shows assigned routes on the CM server to the user specified in the CM
server settings. After selecting one of the routes, the meters from the route are
imported to the Devices list.

Device status
When you add a device to the Devices list, it displays a Not read status. When the
SIRT is connected, the application starts collecting BUP telegrams. If the application
receives a BUP from an device, the status of the device changes to one of the
following Read statuses. The status allows you to determine which devices are in
range.

 Not read
 Read without events
 Read with events
 Wrong key
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 Log collection in progress
 Log collection complete

The following figure displays a populated Devices list screen. The first and third devices
are in range and were read successfully. The second device has a status of Wrong key.
The fourth and fifth devices have a status of Not read, which indicates they are not in
range.

The device type, signal strength and time of reading also display for each device.
Readout value and events display if the application was able to decrypt the telegram. If
the application cannot decrypt the telegram, a Wrong key status displays. Readout value
is interpreted to match the meter unit detected from the telegram.

Swipe a device to the left or right to remove it from the list. An Undo icon displays for 10
seconds after removing a device from the list or until you delete another item from the
list. Select Undo to restore a previously deleted item to the Devices list.

The Devices list also contains a Refresh button on the right side of the header. Select the
button to refresh all devices (and display the most current information) except for the
devices that are currently being requested for logs. Refresh the Devices list to determine
which devices are still in range after you move to a different location.

The list retains all added devices permanently unless they are deleted by user. Device
retention allows you to prepare the Devices list at the office for later use in the field.
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7 Get log data
When you select a device, the application displays the Log screen. The screen is initially
empty and displays only a notification area. It displays estimated device response time
remaining or an out of range notification.

After receiving a response, the Log screen displays all enabled log counters and related
information.

The Log screen is divided into two sections, the Data logger view and the Fixed date
reading view. Information about the current log-related status of the meter and log
controls display in both sections.

The Data logger view displays the current Logging interval and the Last data time. The
last data is the date of the oldest reading in the device’s memory.

The Fixed date reading view displays the current Day of month and Last data time.

In both sections, you may set the time interval log data will be downloaded using the
From and Until date pickers. Initially, From date is set based on the actual Logging
Interval and Until date is set to the current date.

If the Logging interval is less than 10 minutes, the From date is set back to 1 day
from now
If the Logging interval is less than 1 hour, From date is set back to 7 days from now
Otherwise From date is set back to 1 month from now
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All log counters configured for the selected meter display. Events State and Counter for
Data Logger are enabled by default. All Fixed Date Reading counters are disabled by
default.

Select Apply to initiate the log download. The application displays log downloads in
progress and completed log downloads.

Select Cancel on the right side of the screen header to cancel the log download. Any
data collected before cancellation saves to a CSV or Excel (XLS) file.

You may also return to the list and initiate log collection for another meter. The
application can perform multiple simultaneous downloads and displays the current
status of the log collection.
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When log download is complete, the progress message dismisses and the status icon
updates to reflect the current status.

Log download notifications
This section defines log download notifications.

The following notifications are possible during the log download process.

Expecting data in X seconds
Displays the expected time to receive log parameters or next set of log telegrams
(counters).

Telegram has been lost, trying again
Displays if a telegram is lost and the application must either resend or continue to
wait.

Meter is out of range. Please go closer to the meter
Displays if the meter is out of range.

No data. Please go closer to the meter or wait up to 15 min to finish the readout
Displays if the meter is out of range or meter’s duty cycle has been exceeded.

Activity credit exceeded. Please wait, reading will take longer time
Displays if the meter’s activity credit has been exceeded and the reading will take
longer.

Export log results
When the reading (collection process) is complete, the log data is saved into file which
appears in the Log screen of each device. The Log data saves to a file with a LOG prefix
and FDR data is saved to a file with an FDR prefix followed by the device address and
timestamp. There may be several files of each type and each file represent one
successfully finished reading (collection process) with the different timestamps.
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On the same screen you may select Clear Files to delete all files (readings) or Export
Files to export files to the configured destination (FTP, Local Storage, Email or CM
server). Select individual files to see the data in tabular or graph form.
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Export to CM Server
Select the CM server export option from the Import and export section of Settings.

Select Export Files from the device’s Log screen or Upload all from the Device List
menu.

Delete exported files
After successful export to the CM server, all successfully exported files are deleted.
Unsuccessful exports are marked with an icon and not deleted.

OK
If you do not select an option and select OK, all files are retained on the device after
successful export.

Finish route (delete exported meters with files)
After successful export, the route on the CM server is finished, all successfully
exported meters with files are deleted from the Devices list.

Cancel
Only Counter and Event log counters are exported. Other log counters are ignored
and are not exported to the CM server.

Export to FTP, Local Storage or Email
This export is performed when Export method (in Settings / Import and export) is set to
FTP, Local storage or Email. Select Export Files from the device’s Log screen or Upload
all from the Device List menu.
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Yes
Select to export and preserve all files using different formats or different methods.

No
Select to delete all files after successful export.

Cancel
Select to cancel the export no files.

Each row of the exported file represents one data record from the same time. The first
column contains the timestamp of the data and other columns contain data for the
selected log counters for that timestamp. A header row displays the column names and
displays the unit of data where applicable.
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8 Manage templates
The application allows you to save user meter log configuration settings to a template.
You may apply this template to a single meter or to the group of meters of the same
type. The Save icon  displays in the toolbar header of the detail screen for single and
multiple meter configuration.

Select the save icon to open a dialog window with the options to save, load, and delete
user templates.

Select Save template to save the current settings under a filled name in the dialog
window to the device database. When you save a template under an existing template
name, the existing template will be overwritten by the newly created template. The
template also saves states of all Configure / Do Not Configure buttons of the
configuration screen.

Select Load template to view the list of saved templates. The list displays templates
ordered by the type of the meter they have been created from. Select a template that
can by applied to the Detail Configuration screen. You must choose any unique meter
settings (for example, dates) individually.

Select Delete templates to view the list of all saved templates and select a single or
multiple templates for deletion.
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9 Table view
Gathered data displays in both graph and table views.

Data displays in table view in the same format as the collected file from which it is
loaded.
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10 Graph view
Gathered data displays in both graph and table views.

The graph view displays two y axis representing Volume and Consumption values.
Volume is represented by a line chart displaying each value of the counter from the file.
Consumption is represented the green bar and displays the difference between two
successive volume counters. The horizontal bars represent the duration of a particular
events.
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11 License

This section provides user information about the license that is being used by the
application and also the link to request the license key from Sensus and apply the
received key.

Device serial ID
Displays the unique device ID used for license generation.

Request license
Select to send an email to Sensus to request a license key.

License key
Select to insert the license key received from Sensus.

Request and enter a license key
The first time the application starts, a message displays stating the application is running
in trial mode for 60 days. Information about the license status displays under the License
area of the Settings section.

1. From the Devices screen, select the settings icon.
2. Select License.
3. Select Request license.
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4. Complete the license request form and select Send.

To successfully complete the license key request, you must enter the following
information:

Name of the person using the application

Phone number

Sensus verifies your request and returns a license key.
5. Select License key.

11 License | 45



6. Enter the license key and select OK or select the bar code icon to scan the license
key QR code and select OK.

7. At the notification prompt, select to display or not display application notifications.
Select ASK LATER to be reminded later.

The Summary displays the valid license expiration date.
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12 Import keys format
DIAVASO supports three formats: CSV, JSON, and unencrypted XML.

CSV
The first row of CSV file is always ignored as the header. The first column contains
the encryption key. The second and third columns are not used and can be blank.
The fourth column contains the meter address.

If the meter address in fourth column is missing or invalid, the second column is used
as an alternative. If the second column is also empty, an error displays with the fourth
column value. If it is invalid, an error displays with the second column value.

JSON
The JSON file should contain a collection of SRF keys. Each SRF key represents an
object defined by these keys:

RandomKey: Encryption key
RadioAddress: Meter address
MeterRadioAddress: Alternative meter address; used only when RadioAddress
key is missing

XML
In the main tag, the SRF keys are defined in the Device,
KeyMappingWithRadioAdress or KeyMappingWithRadioAddress elements. The SRF
key element is defined by these elements:

RandomKey: Encryption key
RadioAddress: Meter address

Alternatively, the SRF key element may be defined by the following elements:

MeterRadioAddress: Alternative meter address used instead of RadioAddress (if
both are present, the position in the element matters).
DinAddress: Meter ID that will be converted to meter address; can be used
instead of MeterRadioAddress and RadioAddress.
CustomCryptoMethod: Custom crypto method
CipherValue: Cipher value decrypted by CustomCryptoMethod and used as the
encryption key.
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