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1 Introduction to the DIAVASO
Essential application

The DIAVASO Essential application is an Android platform application installed and
launched through the DIAVASO dashboard, and is used to detect and read SensusRF
and wM-Bus endpoints using a Sensus Interface Radio Tool (SIRT). You may also activate
and deactivate devices in range.

Customers previously using the Finder application may now use the Essential application
to perform the same duties. You may obtain access to Essential by either obtaining the
"SensusUSB" universal license key, or you may migrate your existing Finder license to
Essential automatically.

Note: If you use the "SensusUSB" universal license key to activate Essential, the
device list is limited to 100 devices. If you migrate the Finder license key to
Essential, you have unlimited access to all features.

To migrate the license:

you must use software version 23.1.0 of the Essential application
you must have software version 22.2.3 of the Finder application installed

DIAVASO Essential Requirements
Android device:

Android version 10.0 and higher
Minimum 4" screen
Bluetooth support
Wi-Fi or mobile network access (data SIM card required for mobile network use)

Sensus Interface Radio Tool (SIRT)

Accessible FTP server to send collected readings (optional)
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2 User Interface
The DIAVASO Essential user interface consists of the following sections:

1. Header
2. Telegram list
3. Bottom bar

Application header
The Application header contains the number of telegrams (filtered/all) that is in the list
and following option buttons:

Filter: Filters the list content.
Activate/Deactivate radio: Opens dialog to activate or deactivate radio.
Settings: Accesses application settings.

Options may be hidden in the menu (represented by three dots) if the device screen is
too narrow.

Telegram List
The Telegram list displays the collected BUP or wM-Bus telegrams and their information.
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The following information displays for each received telegram:

1. The Status icon displays the endpoint read status:

 Encryption key is valid, there are no events present

 Encryption key is valid, events present

 Incorrect encryption key
2. Address: Radio address of the device sending the telegram.
3. Protocol: Type of telegram received (wM-Bus or SensusRF)
4. Type: Device type
5. Receiver: Device receiving the BUP (SIRT or Repeater)
6. Field strength: Strength of the signal based on the RSSI value of SIRT or repeater

that collected the read.
7. Reading: The reading value of the endpoint, available only if the telegram was

decrypted successfully. If the telegram was not decrypted successfully, an error
description message displays (for example, “Wrong key” or “No key”). The value
unit is converted to the meter unit type if known; otherwise, the raw orange readout
value displays.

8. Event information: The list of the events reported by the device, available only if the
telegram was decrypted successfully.

The following icons represent SensusRF Events:

: No event

: Any event

Air bubbles

Ambient temperature high

: Broken Pipe

: Cable Cut

: Empty Pipe

: Leakage

: Low Battery

: Magnet Tampering

: Meter reversed

: Metrology Unavailable

: No consumption

: Overload

: Pressure high

: Pressure low

: Reverse Flow

: Specific Error
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: Temperature high

: Temperature low

wM-Bus events (status word) displays in hexadecimal format.
9. Time: Collection time of the BUP; it is either the local time of the Android device if

the BUP was directly received by the SIRT, or the time the BUP is collected by a
repeater.

Bottom bar
The Bottom bar displays

1. The START/STOP button
2. The SIRT status / quick connect button
3. The EXPORT button

Select START to start a new collection or continue with current collection. After initiating
collection, STOP displays instead of START. Select STOP to stop the current collection.

While collection is in progress, the collection status displays in the Android notification
bar. Select the status to bring the application to the foreground.

The SIRT status / quick connect icon shows the current status of the SIRT connection
(SIRT connected / not connected). Select the SIRT status / quick connect icon to:

Auto-connect to the SIRT if the SIRT is not connected and SIRT connection
parameters are correctly configured.
Open the Settings screen if SIRT is connected.
Open the Settings screen if SIRT auto-connection is unsuccessful.

Select EXPORT to send readings as a CSV or XLS file to the location configured in
Export method (FTP server, Local Storage, or Email) after reading collection is complete.

Collect readings using a USB device
You may connect a USB device and an OTG adapter to the Android device to collect
wM-Bus readings. When using the wM-Bus USB Transceiver, only wM-Bus meters (AMR
Channel 8) can be read automatically; SensusRF Repeaters are not supported.

1. If you are connected to the SIRT, disconnect from it. If you attempt to connect the
USB device while the SIRT is connected, the application ignores the USB device.

2. Attach the USB device to the Android device.
The green icon on the bottom bar displays USB ATTACHED.

3. When prompted for the first time, select OK to allow the current application to use
the USB device to read the route.
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Note: Select the check box to always open the application automatically
when you connect the USB device.

4. Select START to collect readings.
5. When the readings are complete, select EXPORT to send the readings as a CSV or

XLS file to the location configured in Export method (FTP server, local storage, or
Email). You may also connect to the SIRT to collect additional reads.

Collection process
The Collection process is used mainly to verify which meters are readable from the
current location of the device. The application displays received telegrams and actively
discovers repeaters (up to 7 hops) and meters behind them. It does not initiate an active
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collection on queried repeaters. Received telegrams are displayed in the Telegram List
interface.
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3 Filter dialog
Use the Filter dialog to filter the telegram list.

Filter the imported meter list by the following options:

Events: Filter by any events present.
Radio address: Filter by any match in the radio address.
Devices: Filters the list by devices present.
Receivers: Filter by included receivers.
Protocols: Filters by protocols.
Status: Filter by readout status.
Telegrams: Filter how the telegrams display in the list (All, First only, or Last only).
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4 Activate or deactivate radio

1. Tap the appropriate option in the application header or long press an item (this
menu is only available on SensusRF telegram items with valid key) in the telegram
list.

2. Select the desired action and the device's radio address, and select OK. You may
also select the bar code icon and scan the device address bar code.

During activation or deactivation, the action progress displays in the dialog.

Note: If you attempt to activate a SensusRF meter and SensusRF is not
allowed in SIRT Settings, a dialog informs you that you need to activate
SensusRF in order to activate a meter.

Select OPEN SETTINGS to enable SensusRF in SIRT settings and proceed.
Select CANCEL to abort activation.

When the process finishes successfully, the dialog closes and a success message
displays. Any errors occurring during the process also display. You may retry the
action if necessary.

Note: It is not possible to activate devices (deactivation is still possible) when
both SensusRF and wM-Bus protocols are enabled and the external antenna is
set to SensusRF in the SIRT protocols settings.
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5 SIRT service notification
During collection, activation, or deactivation, a notification displays in the Android
notification section indicating the SIRT connection is actively being used. The
notification displays if you close the application or the Android system closes the
application. Select the notification to bring the DIAVASO Essential application to the
foreground. You may also cancel all tasks from the notification.

Note: If you cancel all tasks from the notification while the application is not
running, any collected telegrams will be lost.
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6 Settings
The Settings section is divided into multiple sections that group similar settings
together.

On tablets, the section screen and the settings option screen can be displayed side by
side depending on the screen size.

Note:
When Backup is enabled (Settings > System > Backup), all application settings
are backed up automatically to your Google Drive by the Android platform.
These settings are restored automatically if the application is uninstalled and
reinstalled on a device. To completely restore the default settings, you must clear
the storage for the application in the Android device’s Settings (Settings > Apps
& notifications > <<find the application there>> > Storage & cache > Clear
storage).

SIRT settings
Contains current SIRT connection status and configuration settings.
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Connection settings
Bluetooth settings

Opens Bluetooth settings of the system and displays current Bluetooth state. From
here, you may start and stop the Bluetooth radio, and discover and pair the SIRT with
the Android device.

SIRT to use
Lists paired SIRT devices and allows you to select a SIRT to use.

SIRT connection state
Allows you to start and stop the connection with the SIRT and view the current
connection status.

Auto switch off time-out
Displays the time after which the SIRT automatically turns off.

SIRT settings
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Expected BUP interval
Displays how often the meters send BUP telegrams.

Expected LAT interval
Displays how often the meters send LAT telegrams.

Wake Up interval
Displays the wake up sequence.

SIRT protocols
SensusRF

Enables/disables SensusRF telegram reception.
wM-Bus

Enables/disables wM-Bus telegram reception.
Use external antenna

Enables/disables SIRT external antenna usage.

SIRT Status
Displays the hardware version, firmware version, frequency, and remaining battery
capacity of the connected SIRT.

Logging
Use the Logging section to enable or disable the logging of communication with the
SIRT and to upload the logs to the Collection Mobile server.

Communication log
Enables and disables logging. This setting can be changed only when the SIRT is not
connected.

Send communication logs
Allows you to send communication logs to FTP, Email, local storage of the device, or
CM Server based on the settings in import/export section. It contains all the logs
available on the device. Multiple files can be uploaded simultaneously and are
removed from the device after uploading. Only the last five log files are kept on the
device at once.

Encryption key
Use this section to select the encryption key used for telegram decryption. The
application uses the default encryption key by default and you can always return to using
the default key after changing it.
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Note: This option is not available after the trial version expires.

Import encryption keys
Use this section to import Encryption keys for individual SRF addresses. XML, XLSX,
JSON, and CSV formats are supported. Imported keys have priority over encryption keys
set in the Encryption key section. The remote file name input should match the name of
an existing file on the FTP server.

For wM-bus meters, the address must be in the format: MANUFACTURER + ADDRESS.
For example: SEN00000001.

Note: This option is not available in the trial version of the application.

1. Select Encryption from the Settings menu.

2. Select Encryption key import from the Encryption menu.
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Note: Select Import session keys to automatically import session keys from
the SKS server when SKS is enabled.

3. Enter the Encryption key File name and the Encryption key (leave empty if none).

Note: You may import multiple files with encryption keys.

4. Select OK.

The encryption key is imported and an Import success notification displays. If any
keys are invalid, an error message displays the error type, file name, and line
location.
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Import session keys
Meters using Sensus RF version 2 (v2) encryption use session keys hosted by the Session
Key Server. Follow these steps to apply session keys for Sensus RF version 2 meters.

Note: The following manual process applies to the Essential, Configuration and
Service, Data Logger, and Collection Station applications. In addition to this
manual import, the Collection Station application automatically imports the
session keys with every read of a routing file when SKS is enabled.

1. Select Encryption from the Settings menu.
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2. Select Session Key Server settings (SKS).

3. Select Import session keys and enter settings to enable SKS.
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4. Select the back arrow to return to the Encryption menu and select Import session
keys from the Encryption menu.
The keys are imported and a success message displays. The imported keys are now
visible in Encryption key import.
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The Encryption key import displays the number and types of keys displayed: in this
example, two v1 keys and one v2 key were imported. The values after the colon
signify the key week: in <last week> / <current week> / <next week>. Therefore v2:
0 / 1 / 0 signifies that one session key was imported for the current week, and zero
keys were imported for last week and next week. The notification also displays how
many imported keys have expired.

Note: If an error occurs during telegram collection, select the gear icon to
navigate to the Encryption menu to import missing Session keys.

Enable PIN protection
Secure Android devices running DIAVASO applications using PIN protection.

1. From the Settings > General section, select Security PIN.
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Note: The Settings General options vary between applications.

2. When prompted, enter a security PIN between four and six digits in length and
select the check button to enable the PIN security feature. Select the X button to
clear the PIN.
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Note: If the device is secured with a PIN, you must enter the existing PIN
before entering a new PIN. Additionally, entering the existing PIN and
selecting the check button without entering a new PIN disables PIN security.

3. When prompted, re-enter the new PIN.
The new PIN is applied to the device. After a five minute interval, the device locks
and can only be unlocked by entering the new PIN.

Application language settings
Allows you to change the language used by the application and displays the current
language settings. You may use either the system default language or select a language.

Scanner settings
Select Scanner to select the default scanner.

Select the Google scanner or Legacy scanner.
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Licensing and registration settings

Request and enter a license key
The first time the application starts, a message displays stating the application is running
in trial mode for 60 days. Information about the license status displays under the License
area of the Settings section.

1. From the Devices screen, select the settings icon.
2. Select License.
3. Select Request license.
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4. Complete the license request form and select Send.
To successfully complete the license key request, you must enter the following
information:

Name of the person using the application

Phone number

Sensus verifies your request and returns a license key.
5. Select License key.

6 Settings | 26



6. Enter the license key and select OK or select the bar code icon to scan the license
key QR code and select OK.

7. At the notification prompt, select to display or not display application notifications.
Select ASK LATER to be reminded later.

The Summary displays the valid license expiration date.
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FTP settings
Configure the FTP server connection on the FTP screen. If the communication with FTP
server is unsuccessful, an error message displays.

FTP protocol
Choose from the Unsecured FTP connection option or one of the secure FTPS or
SFTP options.

Server address
Choose the IP address or host name of the FTP server.

Port
Specify the port the FTP connection uses. This value is reset to the default value for
each protocol if you change the FTP protocol.

Username
Choose the user name for connection with the FTP server. Leave this field empty for
an anonymous connection.
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Password
Choose the password to be used when the Login option is set.

FTP Directory
Choose the directory on the FTP server where the files will be uploaded. If not
defined, the FTP root directory for the current user is used. A new directory is
created if a directory does not exist.

SMTP settings
Configure SMTP for export on the SMTP screen.

Outbound email host
The host name or IP address of the SMTP server to use for sending emails

Port
Specify the port the SMTP connection uses. This value is reset to the default value for
each protocol if you change the SMTP protocol.

Email security
The security option to use (None, SSL, STARTTLS)

Email address
The Sender email address; the SMTP server must allow sending email from this user

Password
The sender's email address password; needed only if the SMTP server requires it

Test email recipient
Tests the correct configuration of SMTP by sending test email

Import and export settings
Configure import and export options on the Import and export screen.
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Import method
Choose FTP or Local storage import methods. Pick files from device local storage
when Local storage is chosen.

Import Directory
The path to the directory used for import

Note: This setting is only relevant to the FTP import method.

Export method
FTP, Email or Local storage export methods

Export Directory
Establishes the path to the directory for exported files. If FTP export method is
selected and this directory is not set, the FTP root directory for the current user is
used. A new directory is created if one does not exist.

Export file format
Determines the format of exported files. Choose between CSV .xlsx formats.

Email address
The recipient's email address

Date format
The format of the date for exports
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Time format
The format of the time for exports

Charset
The character set for CSV files

Decimal separator
The numeric decimal separator: Comma or Dot

Thousands separator
The numeric thousands separator: Comma, Dot, Space, or None

Delimiter
The delimiter character used for CSV files; a comma is the default delimiter

Custom date and time format
Use this dialog to configure the date and time format. The selected date and time
format is used in the date time fields of exported files. Initially the format is set to the
Android system date time format, but you may change the date or time format based on
your needs. Select a format from predefined formats or define a custom format.

The following table displays the list of symbols you may use to define the date and time
formats:

Symbols Definition Examples

y, yyyy Year 18; 2018

M, MM, MMM, MMMM Month 2, 02, Feb, February

d, dd Day of month 9, 09

c Day of week Fri

h, hh Hour (0-12) 1, 01

H, HH Hour (0 – 23) 4, 13

m, mm Minute of hour 8,08

s, ss Second of minute 5, 54

a am or pm AM

, / . :_ delimiters , / . :
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7 BUP files
The following table describes structure of the BUP file you can send to the FTP server
after a successful reading.
Receive
time

Meter
address

Meter type Value Event flags Field
strength

Original
receiver

Telegram
bytes

1/15/2016
10:40

1012-005-4
806

unknown 3510 2 20% SIRT 868 11a359072
7e4160d00
830727e41
600000db6
026936

1/15/2016
10:40

1010-001-8
680

iPERL 868 0 0 94% SIRT 868 11a3be05f6
29f80d01c0
05f629f800
000000002
80a

1/15/2016
10:40

1010-002-8
897

iPERL 868 0 0 98% SIRT 868 11a2c305f6
51e10d004
105f651e10
000000000
6da0

1/15/2016
10:40

1010-000-6
744

iPERL 868 131509 0 12% SIRT 868 11a54e05f5
fb580d00f3
05f5fb5800
0201b500d
30f

1/15/2016
10:40

1010-000-1
062

iPERL 868 17478 0 60% SIRT 868 11a28f05f5
e5260d00d
105f5e5260
000444600
4e64

1/15/2016
10:40

1000-000-0
051

unknown 0 89 78% SIRT 868 11a3a8000
000330d00f
600000033
000000005
9db7e

This section describes the format of the CSV or .xlsx file containing BUPs. The
application creates the BUP file automatically.

Column 1
BUP Receive time of the original receiver: The Android device time if the telegram is
received directly. If it comes from the repeater, the time is computed from the device
time and the Actuality from the FEP (telegram sent by repeater). For example:
12/8/14 2:21:31 PMSequence number: The sequence number in decimal format as
was provided in the routing file on import (for example: 5)

Column 2
Radio address: Formatted either as XXXX-XXX-XXXX or XXXXXXXXXXX (for
example: 1031-000-0026 10310000026)

Column 3
Meter type: The type of meter parsed from its address (for example: eRegister 433)
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Column 4
Value - readout of the meter: This value represents the original raw reading from the
meter (for example: 547).

Column 5
Event flags: This decimal value represents the event byte from the telegram. It is
equal to zero if there is no event in the meter. To interpret which SRF events are
active, the decimal value has to be converted to binary format.

For example: 2 (decimal) = 00000010 = Empty pipe.
Column 6

Field strength: This integer represents the strength of the signal in percent calculated
from the RSSI value. RSSI comes from the telegram if it is received directly or from
FEP if it comes from the repeater (For example: 32%).
Unit: The unit is presented only if it was defined in the routing file by the unit byte
(for example: l).

Column 7
Original receiver: This field contains the type of the device that originally received
telegram. (For example: Repeater 433, SIRT 433)

Column 8
Telegram bytes: The complete string of the BUP telegram in hexadecimal form.
Please note, that it is exported only in the case the telegram was not decrypted (key
wrong or not given) (For example:
110053127a399a0d0100127a399a0000022300f6fc).
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8 Import keys format
DIAVASO supports three formats: CSV, JSON, and unencrypted XML.

CSV
The first row of CSV file is always ignored as the header. The first column contains
the encryption key. The second and third columns are not used and can be blank.
The fourth column contains the meter address.

If the meter address in fourth column is missing or invalid, the second column is used
as an alternative. If the second column is also empty, an error displays with the fourth
column value. If it is invalid, an error displays with the second column value.

JSON
The JSON file should contain a collection of SRF keys. Each SRF key represents an
object defined by these keys:

RandomKey: Encryption key
RadioAddress: Meter address
MeterRadioAddress: Alternative meter address; used only when RadioAddress
key is missing

XML
In the main tag, the SRF keys are defined in the Device,
KeyMappingWithRadioAdress or KeyMappingWithRadioAddress elements. The SRF
key element is defined by these elements:

RandomKey: Encryption key
RadioAddress: Meter address

Alternatively, the SRF key element may be defined by the following elements:

MeterRadioAddress: Alternative meter address used instead of RadioAddress (if
both are present, the position in the element matters).
DinAddress: Meter ID that will be converted to meter address; can be used
instead of MeterRadioAddress and RadioAddress.
CustomCryptoMethod: Custom crypto method
CipherValue: Cipher value decrypted by CustomCryptoMethod and used as the
encryption key.

8 Import keys format | 34



Xylem |'zīlǝm|
1) The tissue in plants that brings water upward from the roots;
2) a leading global water technology company.

We’re a global team unified in a common purpose: creating advanced technology
solutions to the world’s water challenges. Developing new technologies that will
improve the way water is used, conserved, and re-used in the future is central to our
work. Our products and services move, treat, analyze, monitor and return water to the
environment, in public utility, industrial, residential and commercial building services
settings. Xylem also provides a leading portfolio of smart metering, network
technologies and advanced analytics solutions for water, electric and gas utilities. In
more than 150 countries, we have strong, long-standing relationships with customers
who know us for our powerful combination of leading product brands and applications
expertise with a strong focus on developing comprehensive, sustainable solutions.

For more information on how Xylem can help you, go to www.xylem.com

SENSUS
639 Davis Drive
Morrisville, NC 27560
Tel +1.800.638.3748
https://www.xylem.com/en-us/brands/sensus/
Sensus and FlexNet® are trademarks of Xylem Inc. or one of its
subsidiaries. All other trademarks or registered trademarks are property
of their respective owners.
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